





PEOs

PEO1 Successful professional career in Information Science and Technology.

PEO2 Pursue higher studies & research for advancement of knowledge in IT
industry.

PEO3 Exhibit professionalism and team work with social concern.

PSOs

PSO-1 Apply the Knowledge of Information technology to develop software
solutions.

PSO-2 Design and develop hardware systems, manage and monitor resources in the

product life cycle.













Module -1V

Aneka: Cloud Application Platform, Framework Overview, Anatomy of the Aneka Container,
From the Ground Up: Platform Abstraction Layer, Fabric Services, foundation Services,
Application Services, Building Aneka Clouds, Infrastructure Organization, Logical Organization,
Private Cloud, Deployment Mode, Public Cloud Deployment Mode, Hybrid Cloud Deployment
Mode, Cloud Programming and Management, Aneka SDK, Management Tools.

Text book-1: Chapter-5 (8 hours)

Module -V

Cloud applications: Cloud application development and architectural styles, Coordination of
multiple activities, Workflow patterns. Coordination based on a state machine model—
zookeeper, MapReduce programming model, Case study: the GrepTheWeb application, Hadoop,
Yarn, and Tez, SQL on Hadoop: Pig, Hive, and Impala.

Text book-2: Chapter-11 (8 hours)

Course outcomes:

CO1: Apply the concept of cloud computing to different real word examples.

CO2: Analysis the cloud frameworks and technologies for different applications

CO3: Design real-world cloud applications for data-intensive applications

CO4: Configure various virtualization tools such as Virtual Box and VMware Workstation to
design and deploy a web application on GAE

Text books:

1. | Rajkumar Buyya, Christian Vecchiola, and Thamarai Selvi Mastering Cloud. Computing
McGraw Hill Education. ISBN-13 (978-9355329509), 2nd Edition, 10t reprint-June 2024.

2. | Dan C. Marinescu, Cloud Computing Theory and Practice, 3rd Edition - February 15, 2022
Paperback ISBN: 9780323852777, eBook ISBN: 9780323910477

References:

1. |Thomas Eri, Eric Barcelo Monroy, Cloud Computing: concepts, technology and Architecture,
Pearson Education (29 February 2024); Pearson Education, ISBN-13: 978-8196943219, India.

2. [Shailendra Singh, Cloud Computing, Publisher : Oxford University Press; First Edition (1 June
2018), ISBN-13 : 978-0199477388,, India.

Cloud Computing Laboratory (0:0:2

Programs List

1 Install Virtualbox/VMware Workstation with different flavours of linux or windows 0S
on top of windows7/8.

2 Install a C compiler in the virtual machine created using virtual box and execute Simple
Programs.

3 Find a procedure to transfer the files from one virtual machine to another virtual machine

4 Install Google App Engine. Create hello world app and other simple web applications
using python/java.

5 Use GAE launcher to launch the web applications

AAT Presentation

1.

Install Hadoop single node cluster and run simple applications like word count. (Installation will
be taught by subject teachers and students should run different applications.









B.E. INFORMATION SCIENCE & ENGINEERING
Choice Based Credit System (CBCS) applicable for 2022 Scheme
SEMESTER - VI

I0OT: CONCEPTS AND APPLICATIONS (3:0:0) 3
(Effective from the academic year 2024-2025)

Course Code BIS603 CIE Marks 50
Teaching Hours/Week (L: T:P) 3:0:0 SEE Marks 50
Total Number of Contact Hours 40 Exam Hours 3

Course Objectives:
This course will enable students to:
e To provide an in-depth understanding of the Internet of Things (IoT) architecture, conceptual
framework, and the technologies enabling IoT applications.
e To study the principles of internet connectivity, communication protocols, and data
acquisition, processing, and cloud-based storage for IoT systems.
e To examine the role of sensors, actuators, RFID, and wireless sensor networks in various [oT
applications, including industrial and automotive IoT.
To assess security challenges, vulnerabilities, and solutions in [oT systems, along with practical
applications in asset management, industrial automation, and smart grids.

Preamble: This course provides a fundamental understanding of the Internet of Things (IoT),
covering its architecture, communication protocols, and cloud-based services. It explores key
components like sensors, actuators, RFID, and wireless sensor networks. Emphasis is placed on
[oT security, privacy, and threat analysis. Real-world applications in smart cities, industrial
automation, and asset management are discussed. The course also covers data acquisition,
processing, and analytics using cloud platforms. It equips students with the skills to design and
implement secure and efficient IoT solutions.

Module -1

Internet of Things: An Overview: Internet of Things, [oT Conceptual Framework, [oT Architectural
View, Technology Behind IoT, Sources of [oT, M2M Communication, and Examples of IoT.
Principles for Connected DevicesIntroduction: [0T/M2M Systems Layers and Designs,
Standardization Communication Technologies, Gateway, Ease of Designing and Affordability.

(8 Hours)

Textbook 1: Chapter — 1 (1.1- 1.7), 2 (2.1-2.5)

Module - 2

Design Principles for Web Connectivity: Introduction, Web Communication Protocols for
Connected Devices, Message Communication Protocols for Connected Devices, Web Connectivity for
Connected-Devices Network using Gateway SOAP, REST, HTTP RESTful and WebSockets.

Internet Connectivity Principles: Introduction, Internet Connectivity Internet-Based
Communication

[P Addressing in the IoT, Media Access Control, Application Layer Protocols: HTTP, HTTPS, FTP,
Telnet and Others.

Textbook 1: Chapter — 3 (3.1- 3.4), 4 (4.1-4.6)
(8 Hours)
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ELECTIVE COURSE II




B.E. INFORMATION SCIENCE AND ENGINEERING
Choice Based Credit System (CBCS) applicable for 2022 Scheme
SEMESTER - VI

Cyber Security (3:0:0) 3
(Effective from the academic year 2024-25)

Course Code BCS604A CIE Marks 50
Teaching Hours/Week (L: T:P) (3:0:0) SEE Marks 50
Total Number of Contact Hours 40 Exam Hours 3

Course Objectives: This course will enable students to:
1. Understand the fundamental concepts of cybersecurity, cryptography, network security, and
cloud security.

1. Develop practical skills in Cyber threat intelligence, Vulnerability Scanning and Data

Protection.

2. Learn about cyber laws, compliance standards, and risk management frameworks.

3. Gain hands-on experience with security tools and real-world case studies.

4. Self-Learning for industry certifications such as CEH, CISSP, and Security+.

Preamble:

In today’s digital age, network and cybersecurity are crucial for safeguarding information systems by
ensuring data confidentiality, integrity, and availability. As cyber threats rapidly evolve,
organizations and individuals must implement robust security measures to protect networks from
malicious actors, unauthorized access, and data breaches. Understanding key principles such as
secure communication protocols, firewalls, intrusion detection and prevention systems (IDS/IPS),
and Virtual Private Networks (VPNs) is essential. Additionally, adopting cybersecurity frameworks,
cryptographic techniques, and vulnerability management strategies strengthens defences against
cyber threats. By enforcing strong security policies, access controls, and proactive monitoring, we
can establish a secure digital environment, fostering trust and reliability in cyberspace.

Module -1

Importance of cyber security: Scenarios for security, Understanding the attack surface, the threat
landscape, the importance of securing the network and Applications, the history of breaches, how
security helps to build trust.

Legacy cybersecurity systems, Transformations in cybersecurity, Advancements in security technology
to security 2.0, How ML and Al will play a larger role in cybersecurity,

(Chapter 1 & 2 from Textbook1)
(8 Hours)

Module - 2

Learning cybersecurity Technologies Mobile security, advanced data security, cloud security, Modern
day regulations, Incidence response and forensic, Enterprise security at scale, penetration testing,
DevSecOps, IoT Security, User behaviour analytics (UBA), Endpoint detection and response (EDR).
Attacker Mindset, the category of hackers, the traits of hackers, Social Characteristics of hackers, How
hackers think (Motivators), What can be learned from the psychology of hackers?

(Chapter 3 & 5 from Textbook1)
(8 Hours)




Module - 3

Authentication: one way authentication (password based, certificate based), Mutual authentication
(shared secret based, Asymmetric key-based, Authentication and key Agreement, use of
Timestamps), Dictionary attacks (attack types, defeating Dictionary attacks).
Firewalls: firewall basics-firewall functionality, policies and access control lists, firewall types;
practical issues-placement of firewalls, firewall configuration.
Textbook 2: Chapter 11 (11.1-11.3), Chapter 21 (21.1- 21.2)

(8 Hours)

Module - 4

Non-Cryptographic Protocol Vulnerabilities: DoS and DDoS (attack types, impact of SYN flooding),
Session Hijacking and Spoofing (impersonation and session Hijacking, ARP spoofing); cross-site
scripting (XSS): Vulnerabilities, SQL injection.

Intrusion Prevention and Detection: Introduction, Prevention versus Detection, Types of Intrusion
Detection Systems,

Cyber Kill Chain: what is a kill chain, applying the cyber Kkill chain to detection

Textbook 2: Chapter 17,18,22 (17.1,17.2,18.4, 22.1- 22.4,)
Textbook 4: Chapter 16

(8 Hours)

Module - 5

Web Application Security: This Site Is Secure, The Core Security Problem: Users Can Submit Arbitrary
Input, Key Problem Factors, The New Security Perimeter, Core Defense Mechanisms: Handling User
Access, Handling User Input, Handling Attackers.

Penetration Testing of Web Applications: Using tools like BURP Suit and OWASP ZAP to find
vulnerabilities in a web application.

https://portswigger.net/burp, https://owasp.org/

(Chapters 1 & 2 from TextBook 3)

(8 Hours)

Course Outcomes:
The students will be able to: (List the COs as per the course requirements)

CO1: Examine cybersecurity fundamental concepts, including cyber threats, attack types,
cryptography, security frameworks and advanced security technologies while solving
problems addressing threat detection, regulatory, data protection and regulatory
compliance.

CO2 Analyze the psychology of hackers, including their traits and motivations, and their
influence on security strategies.

CO3: Analyze security mechanisms including authentication, firewalls, intrusion detection
and prevention systems, and secure communication protocols for the given problems.

CO4: Investigate network vulnerabilities, including DoS/DDoS attacks, session hijacking, SQL
injection, and cross-site scripting to propose the solution to overcome the attacks.

CO5: Demonstrate hands-on skills using cybersecurity tools for Web applications
vulnerability Assessment.













