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Session Schedule

DAY 1 — 6" Dec 2022

Time

8.45 AM to0 9.30 AM
9.30 AM-10:00AM

10:00 AM to 11:00 AM
Session-1

Topic

Resource person

Registration /Inauguration

Cyber Security, Forensics

Dr.Dinesha H.A
Founder &
Chairman,Cybersena
(R&D) India Private Ltd.

11:00AM-11:15 AM

Break

11:15 AM to 12:45 PM
Session-2

Tools, Applications, Use cases

Dr.Dinesha H.A
Founder &
Chairman,Cybersena
(R&D) India Private Ltd.

12:45 PM to 1:45PM

Lunch

1:45PM to 3:15 PM
Session-3

Blockchain for Cyber Security

Prof. Sharada Devi K S
RVCE

3:15PM-3:30PM

Break

3:30PM-4:30PM

Blockchain for Cyber Security

Prof. Sharada Devi K S

Session-4 RVCE
DAY 2 —7" Dec 2022
Time Topic Resource person
9:00 AM to 11:00 AM Penetration Testing and Ethical Dr. Manish Kumar, RIT
Session-1 hacking

11:00AM-11:15 AM

Break

11:15 AM to 12:45 PM
Session-2

Penetration Testing and Ethical
hacking

Dr. Manish Kumar, RIT

12:45 PM to 1:45PM

Lunch

1:45PM to 3:15 PM
Session-3

Penetration Testing and Ethical
hacking

Dr. Manish Kumar, RIT

3:15PM-3:30PM

Break
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3:30PM-4:30PM Penetration Testing and Ethical Dr. Manish Kumar, RIT
Session-4 hacking
DAY 3 - 8" Dec 2022
Time Topic Resource person
9:00 AM to 11:00 AM Penetration Testing and Ethical Dr. Manish Kumar, RIT
Session-1 hacking
11:00AM-11:15 AM Break
11:15 AM to 12:45 PM Penetration Testing and Ethical Dr. Manish Kumar, RIT
Session-2 hacking
12:45 PM to 1:45PM Lunch
1:45PM to 3:15 PM Penetration Testing and Ethical Dr. Manish Kumar, RIT
Session-3 hacking
3:15PM-3:30PM Break
3:30PM-4:30PM Penetration Testing and Ethical Dr. Manish Kumar, RIT
Session-4 hacking

DAY 4 — 9" Dec 2022

Time Topic Resource person
9:30 AM to 11:00 AM Block chain Technology and its Dr.Arun kumar B.R.
Session-1 Applications Professor, CSE
11:00AM-11:15 AM Break
11:15 AM to 12:45 PM Ethereum Blockchain Network and Dr.Arun kumar B.R.
Session-2 Smart contracts Professor, CSE

And Poorvik D.
Research Associate

12:45 PM to 1:45PM Lunch Break

1:45PM to 3:00 PM Writing smart contract on Ethereum Dr.Arun kumar B.R.
Session-3 using Solidity Professor, CSE
And Poorvik D.
Research Associate

3:00PM-3:15PM Break

3:15PM-4:30PM Cognitive Security Dr.Anjan K
Session-4 Professor, Cyber security
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DAY 5 — 10" Dec 2022

Time Topic Resource person
9:30 AM to 11:00 AM Cyber Security tools with industry Dr. Ajith
Session-1 perspective NetApp
11:00AM-11:15 AM Break
11:15 AM to 12:45 PM Cyber Security tools with industry Dr. Ajith
Session-2 perspective NetApp

Valedictory

Organizing committee reserves the rights to reschedule the sessions.
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Dav-wise report for national workshop on “Practical

Cyber Security, Forensics & Blockchain Technology”

Dates: 6th Dec 2022 to 10th Dec 2022
Timings: 9:00am to 4:30pm

Day 1 - 6th Dec 2022 (Tuesday): -

This was the first day of the workshop and it began with the inauguration at the 2nd floor Seminar
Hall, Academic Block, BMSIT&M. There were dignitaries like Dr. Mohan Babu G N (Principal
BMSIT&M), Dr. Anil G N (Dean Academics BMSIT&M), Dr. Thippeswamy G (HoD,
Department of CSE, BMSIT&M), Dr. Arun Kumar B R (Professor, Dept. of CSE BMSIT&M),
Dr. Dinesha H A (Founder and Chairman of Cybersena). Inauguration went spectacularly with a
great invocation song and lightning the lamp.

e Session 1:

o Speaker: Dr. DineshaH A

o Time: 11:00 am to 1:00 pm

o Report:
Mr. Dhinesha, the speaker for the 1st session delivered an excellent talk on
overview of cyber security. He outlined the real threats and their consequences
which occur today on the internet and the crucial need of cyber security. He did an
amazing job demonstrating real world case studies taking his own startup as an
example for the attendees to actually know the present situation. He also touched
on how much a cyber forensic guy can make. He also showed the process of how
cyber security investigation proceeds and its stages. He ended the session with the
attendees highly motivated towards his coming sessions

e Session 2:

o Speaker: Prof. Sharada Devi K S

o Time: 1:45 pm to 4:30 pm

o Report:
Ms Sharada, did an amazing job conveying the basics and overview of blockchain
and blockchain technology by demonstrating real world scenarios which made the
session interactive and led to better understanding of the concept. This session she
also gave an overview of the Remox IDE and Solidity language to develop for
ethereum block chain networks. She also touched upon the topic of how block chain
works, about blocks, block time, crypto trading etc.



yber Crimes Against Organisation

Day 2 - 7th Dec 2022 (Wednesday): -

e Speaker: Dr. Manish Kumar
e Time: 9:00 am to 4:30 pm
e Report:
The second day of the workshop was scheduled to discuss Penetration Testing and Ethical
hacking. The same topic continued for the entire day. On this day the attendees got an
overview about ethical hacking, about penetration testing and about attacks. This session
was completely hands-on, and the attendees were demonstrated the use of various
software’s like Wireshark for packet sniffing, Scapy library in python to interact with
networks declaratively. Dr Manish also explained about various attacks that are possible
on UDP and TCP Protocol running servers along with their C Code and its Python
counterpart. Attendees were made to write the python code and try it hands-on, and they
were able to experience how the attack process goes and what the consequences can be.
The topics which were covered:
e Vulnerability Analysis
e Packet Sniffing with Wireshark and Scapy



Socket Programming
UDP Client and Server architecture and programs related to it.
How to retrieve a copy of the packets on the network (Sniffing)
Raw Sockets
Pcap Filters
Packet Spoofing with theory and programs
Sniffing the request and response
Attacks:
o Man in the middle
o ARP Cache Poisoning
o Spoofing
After this session the attendees were able to gain a clear understanding on how the attacks
are structured and their attack strategy with hands-on experience.
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Day 3 - 8th Dec 2022 (Thursday): -

e Speaker: Dr. Manish Kumar
e Time: 9:30 am to 4:30 pm
e Report:
On this day, the speaker Dr Manish, continued with the topic of Penetration testing and
Ethical hacking. This session also had a great hands-on for the attendees as they were able
to execute the programs which were demonstrated by Dr. Manish. He clearly explained the
attack process and how to defend against the attack along with the counter measures that
can be taken. The topics which were covered are:
e TCP protocol, TCP header and packet structures
TCP protocol process
Difference between TCP and UDP
Sequence and Flow congestion controlling
Attacks:
o SYN Flooding attack
o TCP Reset
o TCP Session Hijacking
o Reverse Shell working and termination
Mitnick Attack
e |P fragmentation process and modifying the packets.
e Penetration testing software using Metasploit
This session gave a clear understanding of the various TCP and IP attacks which take place
in the networking world. He also explained how these various vulnerabilities can be
misused by a hacker leading to an attack. He also explained about kali Linux and
demonstrated the penetration tool called Metasploit that is used for penetration testing.
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Demo: TCP Session Hijacking Attack

#1/usr/bin/|
from scapy.all import *

Print(*SENDING SESSION HIJACKING PACKET......... ")
ip = IP(src="10.6.2.6", dshl!.!'ll

tep = TCP(sport dport=23, flags="A", seqel836464067, acksa0a6:
:::u -w r, “‘ seed/myfile. txt\n l’( W—_—“ i?!’
<P, -
send(pkt, verbose=9) ¥

Day 4 - 9th Dec 2022 (Friday): -

This day of workshop covered Blockchain technology and its applications. It had hands-on
sessions with block chain technology and various related technologies. It also covered Cognitive
security and various fields in cognitive computing.

e Session 1:

o Speaker: Dr. Arun Kumar B R and Mr. Poorvik D

o Time: 9:30 am to 3:00 pm

o Report:
Dr Arun Kumar B R excellently gave an overview on the current state of Block
chain technology, how it is being used in the current world. He also explained the
block chain architecture and various fundamentals along with its advantages and
disadvantages to the attendees. Following him, Mr. Poorvik gave a hands on session
on how to set up our computer for block chain development with Solidity and
Ethereum. He also explained the Ethereum blockchain technology and the mining
process of the Smart Contracts. Attendees were also made to deploy their first
Smart contract using Remix IDE and Solidity Compiler. This session gave an
exposure to the attendees on how they can interact with the Ethereum blockchain
and make their own dapps.

e Session 2:

o Speaker: Dr. Anjan K

o Time: 3:15 pmto 4:30 pm

o Report:
Dr. Anjan gave an amazing presentation on Cognitive Security and its applications.
He covered various applications of Cognitive Security and also before moving to
the domain of cognitive security he also gave an overview of cognitive computing
and how it is different from traditional computing. This session made the attendees



gain a better understanding on how to merge the field of Artificial Intelligence with
Computer Security. He also went over the different techniques of cognitive security
like Cognitive Cryptography and how it works. He also explained the various
features of cognitive systems and how they have been integrated with the present
world technology.

[ |

Day 5 - 10th Dec 2022 (Saturday): -

e Speaker: Dr. Ajith

e Time: 9:30 am to 12:45 pm

e Report:
Dr Ajith was an excellent speaker, he gave an excellent overview of the Cyber Security
Tools with respect to the present industry. He demonstrated how to calculate the CCRA
index, and how to go about an attack like analyzing the attack, calculating its severity along
with the attack’s level. He went over various levels of an attack like Level 1 attack and
Level 9 being most serious. He also explained what the consequences to an Enterprise after
such an attack can be along with how to secure the system for that attack. He also gave
insider info on how Enterprises deal with such attacks from outsiders and their recovery
and classification process.



Feedback form - 5 Days National Workshop on Practical Cyber Security, Forensics and Blockchain  (Responses)

Timestamp Name Organization/Institute Email ID
Feedback Count

6-12-2022 Day 1 Session1 & 2 - Dr. Dinesha H A 90
6-12-2022 Day 1 Session 3 & 4 - Prof. Sharada Devi, RVCE 50
7-12-2022 Day 2 Session 1- 4 - Dr. Manish Kumar, RIT 46
8-12-2022 Day 3 Session 1- 4 - Dr. Manish Kumar, RIT 40
9-12-2022 Day 4 Session 1 - Dr. Arun kumar B.R, BMSIT&M 47
9-12-2022 Day 4 Session 2 & 3 - Dr. Arun kumar B.R & Mr. Poorvik D, BMSIT&M a1
9-12-2022 Day 4 Session 4 - Dr. Anjan K, BMSIT&M 40
10-12-2022 Day 5 Session 1 & 2 - Dr. Ajith, NetApp 37

TOTAL

391




Practical Cyber Security, Forensics and Blockchain Technology Workshop @ Copy
Feedback for Session No

392 responses

@ 6-12-2022 Day 1 Session 1 & 2
- Dr. Dinesha HA

@ 6-12-2022 Day 1 Session 3 & 4
- Prof. Sharada Devi, RVCE

@ 7-12-2022 Day 2 Session 1- 4...

@ 8-12-2022 Day 3 Session 1-4...
@ 9-12-2022 Day 4 Session 1 -....
@ 9-12-2022 Day 4 Session 2 &...
12.8% @ 9-12-2022 Day 4 Session 4 -...
@ 10-12-2022 Day 5 Session 1...

Rate the session (For session selected above) @ Copy

392 responses

300

257 (65.6%)
200

130 (33.2%)

100

5 (1]3%)




Rate your ability to use the new tools learnt in this session of this @ Copy
workshop?

392 responses

300

200 223 (56.9%)

155 (39.5%)
100

14 (3.6%)

Has the session helped you to gain professional aspects of the cyber @ Copy
security field?

392 responses

@® Yes
® No




Rate your level of understanding contemporary issues related to impact @ Copy
of cyber-attack on society
392 responses

300

238 (60.7%)
200

148 (37.8%)

100

6 (1.5%)

How do you rate the topics presented for lifelong learning |D Copy

392 responses

300

247 (63%)
200

138 (35.2%)

100

7 (1.|8%)




